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IV. Your compliance to-do list




A. Distribute a code of conduct or a compliance policy

As an Aetna® FDR, you must provide our code of
conduct and our Medicare compliance policies

(or a document of your own that’s comparable to

both of those documents) to your employees and
downstream entities. If you provide your own
comparable version, it must explain your commitment
to compliance with federal and state laws, ethical
behavior and compliance program operations.

You must provide this material:

+ Within 90 days of hire or the effective date
of contracting
« When there are updates to the standards of conduct

« Annually thereafter

You must also show proof that you provided the
standards of conduct.

You'll find these requirements in these resources:

+ CMS Medicare Managed Care Manual,
chapter 21 § 50.1

« CMS Medicare Prescription Drug Benefit Manual,
chapter 9 § 50.1

- United States Code

-Medicare Advantage (MA) plans:
42 CFR § 422.503(b)(4)(Vvi)(A)

-Medicare Part D, Prescription Drug Coverage:
42 CFR § 423.504(b)(4)(vi)(A)

B. Distribute a conflict-of-interest policy

A Conflict of Interest (COl) may occur when an FDR
or its colleagues allow the risk of personal gain to
control the way in which he or she oversees job
duties and responsibilities.

Situations involving a COI may not always be clear
or easy to resolve. Some situations that may present
a real or potential COl include, but are not limited to:
+ Outside employment

« Participation in outside organizations, including
board positions

+ Afinancial interest in a competitor
« Employment of relative

Our FDRs must have a policy and procedure that explains
conflict of interest, how to report a possible COIl and the
actions your company takes when a COl occurs. This
policy needs to be given at time of hire, or beginning to
work on the CVS Health® account, as well as annually.

The method for distribution of COIl information may vary,

but some examples of distribution include:

« Electronic training that includes COI information

- Distribution of a COI policy

+ Inclusion of COl in your signed Code of Conduct
attestation

You must keep evidence of distribution.


https://www.cvshealth.com/sites/default/files/cvs-health-code-of-conduct.pdf
https://www.aetna.com/document-library/healthcare-professionals/fdr/medicare-policies-procedure-maintenance.pdf

D. Complete exclusion list screenings

Federal law prohibits Medicare, Medicaid and other
federal health care programs from paying for items or
services provided by a person or entity excluded from
these federal programs. So before hiring or contracting
and monthly thereafter, each FDR must check exclusion
lists. This will help confirm that your employees and
downstream entities aren’t excluded from participating
in federally funded health care programs.

Use these websites to perform your exclusion list
screening:

- General Service Administration (GSA) System for
Award Management (SAM)

- Office of Inspector General (OIG) List of Excluded

Individuals and Entities (LEIE)

Your organization must maintain evidence that you've
screened against both lists. This includes source
documentation like screenshots, input lists and/or
documentation with date stamps. You may keep logs
that track the dates for all screened employees and
FDR. This will help track exclusion screenings. Also,
make sure to keep source documentation.

Perform screenings regularly

The following individuals and entities must be screened
before hiring or contracting and then monthly thereafter:

+ Members of your
governing body

« FDRs

+ Employees

« Temporary employees
+ Volunteers

+ Consultants

To comply with CMS requirements, your organization
needs to check both the OIG and the GSA exclusion
lists. This will ensure these individuals and entities
aren’'t excluded.

Take action with those on exclusion lists

If any of your employees or downstream entities are
on an exclusion list, you must immediately:

+ Remove them from any direct or indirect work on
our Medicare plans

+ Notify us
You'll find exclusion list requirements in:

+ CMS Medicare Managed Care Manual, chapter
218§50.6.8

« CMS Medicare Prescription Drug Benefit Manual,
chapter 9 § 50.6.8

+ Social Security Act, § 1862(e)(1)(B)
+ United States Code

- 42 CFR 88 422.503(b)(4)(vi)(F)

- 422752(a)(8)

- 423.504(b)(4)(vi)(F)

- 423.752(a)(6)

- 1001.1901
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https://sam.gov/search/?index=ex&page=1&pageSize=25&sort=-relevance&sfm%5Bstatus%5D%5Bis_active%5D=true&sfm%5BsimpleSearch%5D%5BkeywordRadio%5D=ALL
https://oig.hhs.gov/exclusions/index.asp
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E. Report FWA and compliance concerns to us

—

¢

There are a number of ways to report suspected or Enforce a zero-tolerance policy
detected noncompliance or potential FWA. You'll find for retaliation

them on our reporting mechanism poster. All reports

There can be no retaliation against or coercion of
are confidential.

anyone reporting suspected misconduct.
Share the poster with your employees and downstream
entities. Or keep it as a reference tool and use your own Have questions or concerns?

internal processes for reporting and collecting these Send an email to Patrick Jeswald, Medicare
issues. Refer to our code of conduct for more on our Compliance Officer at MedicareFDR@Aetna.com.
reporting guidelines. He and his team of experts are dedicated to the

If you use your own code of conduct or compliance Medicare Compliance program.

policies, you must include a process for reporting all
compliance and FWA issues that impact Aetna®.


mailto:MedicareFDR@Aetna.com

F. If you conduct offshore business

Offshore term definitions

Here’s what we mean when we talk about offshore
business. It's an individual or entity physically located
outside the United States or one of its territories, like
American Samoa, Guam, Northern Marianas, Puerto
Rico and the Virgin Islands. Some examples of offshore
countries include Mexico, Canada, India, Germany and
Japan. Offshore subcontractors can be American-
owned companies with portions of their operations
outside of the U.S. Or they can be foreign-owned
companies with operations outside of the U.S. Offshore
subcontractors provide services performed by workers
located in offshore countries, regardless of whether
they’re employed by American or foreign companies.

Protected health information (PHI) refers to the
types of personal information listed in the Health
Insurance Portability and Accountability Act (HIPAA)
Privacy Rule. Examples of PHI include:

+ Beneficiary name

- Birth date

« Address

+ Social Security number

+ Health insurance claim number
- Patient identifier

+ Medical diagnosis

« Medical history

+ Treatment records

+ Type of provider visited

+ Use of health care services

« Payment information
 Evidence of insurance coverage

+ Any information that could reasonably
identify a beneficiary

Offshore services means the offshore entity will or
may receive, process, transfer, handle, store or access
the PHI —in oral, written or electronic form — of Aetna
Medicare Advantage members and prescription

drug plan members.

If your activities involve PHI, we will submit an
attestation of that fact to CMS.

Examples of offshore entities

Here are a couple examples of how U.S. businesses
might work with offshore subcontractors:

+ An offshore radiologist who receives radiological
images, reads them and transmits diagnoses
back to the U.S.

+ A billing company that performs services

Already use an offshore entity?
If you already use an offshore entity, tell us right away.

Offshore requirements

1. Submit attestation for review and processing
before you perform services

An authorized Aetna® representative must review and
process the offshore attestation request in CMS
systems before you can:

+ Perform offshore services for our Medicare plans

+ Use an individual or entity to perform
offshoreservices for our Medicare plans

2. Keep this information updated

If there are material changes with a previously
approved offshore entity (for example, change in
location, scope of services), you must submit a new
Offshore Services Attestation form with the new
information for review and approval.

'Y How to request offshore permission:

%]

Send an Offshore Services Attestation form to us.
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https://www.aetna.com/document-library/healthcare-professionals/fdr/offshore-services-attestation.pdf

G. Fulfill federal and state compliance obligations

You may be subject to other federal and state laws,
rules and regulations. You'll still need to fulfill these, but
they aren’t covered in this guide. We expect your
organization to comply with all applicable federal and
state laws, rules and regulations. If you have questions
about the compliance obligations for the services your
organization performs, ask your Aetna® relationship
manager or email us at MedicareFDR@Aetna.com or

H. Monitor and audit FDRs

CMS requires us to develop and implement a strategy
for monitoring and auditing our first tier entities. This
helps ensure they comply with all applicable laws

and regulations.

Expect routine monitoring and audits

We routinely monitor and periodically audit our FDRs.
This helps us ensure compliant administration of our
CMS contracts. And it ensures compliance with
applicable laws and regulations. Each FDR must take
part in these monitoring and auditing activities. If you do
your own audits, we may ask for the results affecting our
Medicare business.

If you fail to comply with the requirements in this guide,
we'll expect you to submit a corrective action plan. And
we can help you address the identified issues.

Monitor compliance of downstream

entities

You must also monitor the compliance of your

downstream entities. If you choose to subcontract with

other parties for services for our Medicare plans, you
must make sure they abide by all laws and regulations
that apply to you as a first tier entity. This includes
ensuring that:

+ All the contractual agreements between youand the
downstream entity contain all CMS-required
provisions

+ The downstream entity complies with the Medicare
compliance program requirements described in
this guide

+ The downstream entity complies with any applicable
Medicare operational requirements

Maintain a Business Continuity Plan (BCP) to ensure
functions can continue or be quickly restored during
and after disruptions, such as natural disasters, cyber
incidents, or other emergencies. A self-assessment
tool is available in the Toolbox. Leverage the tool to
evaluate your BCP to ensure that your organization
meets the requirements and is well-prepared for any
challenges that may arise.

Not every subcontractor is a downstream
entity

Only subcontractors that provide administrative or
health care services for our Medicare Advantage and
prescription drug plan products may be downstream
entities. Review this grid to help you determine who is
a downstream entity. Email us at
MedicareFDR@Aetna.com if you have any
questions.

Take action to ensure compliance

You must conduct enough oversight (auditing and
monitoring) to test and ensure your employees and
downstream entities are compliant.

You must:

+ Retain evidence of this oversight

« Ensure that root cause analysis is conducted forany
deficiencies

« Implement corrective actions, including disciplinary
actions, like contract termination, to prevent
recurrence of noncompliance

You'll find these requirements in:
« CMS Medicare Managed Care Manual,chapter 21§
50.6.61

« CMS Medicare Prescription Drug Benefit
Manual,chapter 9 § 50.6.61

« United States Code
-Medicare Advantage (MA) plans:
42 CFR § 422.503(b)(4)(vi)(F)

-Medicare Part D, Prescription Drug Coverage:
42 CFR § 423.504(b)(4)(vi)(F)


https://www.aetna.com/document-library/healthcare-professionals/fdr/CMS-requirements-downstream-entities.pdf
mailto:MedicareFDR%40Aetna.com?subject=
https://www.aetna.com/document-library/healthcare-professionals/fdr/business-continuity-plan-self-assessment-tool.pdf
mailto:MedicareFDR@Aetna.com

We’'re here to help

Email us at MedicareFDR@Aetna.com for FDR-related questions.

Email us at MedicaidMMPFDR@Aetna.com for MMP-only FDR-related questions.



mailto:MedicareFDR@Aetna.com
mailto:MedicaidMMPFDR@Aetna.com

V. FDR toolbox

Use this tool to help your organization meet Medicare compliance requirements.

Frequently Asked Questions (FAQ)

Have questions? Find answers in our FDR FAQ.

Code of conduct and compliance policies

Don’t have your Feel free to distribute our code of conduct to your employees.

own code?
You can use our Feel free to distribute our Medicare compliance policies
Medicare policies to your employees, too.

Exclusion list screenings of conduct and compliance policies

Complete OIG exclusion list screenings before hiring or contracting,

The U.S. Department of Health and each month thereafter, for your employees and downstream entities.
and Human Services (HHS) ) ) . ,
Office of Inspector General This sample log provides a way to track your screenings. Don't forget

(O1G) exclusions database that you need to also maintain source documentation of your screenings,
like screenshots and input lists.

Complete the SAM exclusion list screenings before hiring or

General Service Administration  contracting, and each month thereafter, for your employees and
(GSA) System for Award downstream entities.

Management (SAM)

This sample log provides a way to track your screenings.

Reporting mechanisms

. Remember, you must report suspected or detected noncompliance or
How to re.port noncompliance potential FWA to us. This poster shows you how. Feel free to share it
or potential fraud, waste and h hout ati l K how t ;
abuse (FWA) roughout your organization so your employees know how to repor
any concerns.

Monitoring and oversight

You must conduct oversight of your downstream entities. An
Downstream entity oversight FDR attestation may help your downstream entities self-monitor and
report the status of their compliance to you.

If an issue is found during an audit or monitoring activity, your
organization will complete a CAP Response Form to address it. This

Corrective Action Plan (CAP) form helps document the problem, track corrective actions and ensure
compliance is maintained. You can also use it when asking downstream
entities to correct a compliance issue.



https://www.aetna.com/document-library/healthcare-professionals/fdr/faqs.pdf
https://www.cvshealth.com/sites/default/files/cvs-health-code-of-conduct.pdf
https://www.aetna.com/document-library/healthcare-professionals/fdr/medicare-policies-procedure-maintenance.pdf
https://www.oig.hhs.gov/exclusions/index.asp
https://www.aetna.com/document-library/healthcare-professionals/fdr/screening-log.pdf
https://sam.gov/search/?index=ex&page=1&pageSize=25&sort=-relevance&sfm%5Bstatus%5D%5Bis_active%5D=true&sfm%5BsimpleSearch%5D%5BkeywordRadio%5D=ALL
https://www.aetna.com/document-library/healthcare-professionals/fdr/screening-log.pdf
https://www.aetna.com/document-library/healthcare-professionals/fdr/report-ethics-compliance-concerns.pdf
https://www.aetna.com/document-library/healthcare-professionals/fdr/corrective-action-plan-sample-log.pdf
https://www.aetna.com/document-library/healthcare-professionals/fdr/medicare-compliance-program-guidelines-attestation.pdf

Monitoring and oversight (continued)

You can use this Check Yourself tool to assess how you fulfill Medicare
Check Yourself tool compliance program requirements. Your organization can modify the
tool to assess compliance of your downstream entities.

Which subcontractors are Not every subcontractor is a downstream entity.
downstream entities? Read downstream entity requirements for examples of those that are.

Business Continuity Plans (BCP)

You can use the Business Continuity Plan (BCP) Check Yourself tool as a helpful resource to assess your
organization’s preparedness for potential disruptions. It provides guidance on key BCP requirements and can
be tailored to fit your organization’s specific needs as part of your internal evaluation process.

More tools

Use this Offshore Services Attestation form to request permission for
you or your subcontractor to use an offshore individual or entity. Request
to perform any of these services for Medicare member PHI:

+ Processing

 Transferring
Offshore Services

. + Handling
Attestation form

- Storing
« Accessing

Email your completed form to MedicareFDR@Aetna.com and note

“New offshore submission” in the subject line.

0

Have a question we didn’t answer
in this guide?
Remember, you can
always review our FDR FAQs.
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https://www.aetna.com/document-library/healthcare-professionals/fdr/faqs.pdf
https://www.aetna.com/document-library/healthcare-professionals/fdr/CMS-requirements-downstream-entities.pdf
https://www.aetna.com/document-library/healthcare-professionals/fdr/offshore-services-attestation.pdf
mailto:MedicareFDR%40Aetna.com?subject=
https://www.aetna.com/document-library/healthcare-professionals/fdr/business-continuity-plan-self-assessment-tool.pdf
https://www.aetna.com/document-library/healthcare-professionals/fdr/medicare-compliance-program-self-assessment-tool.pdf
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